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How Secure Is Your Personal Financial Information? Better Ask Your Advisor

Hackers and other scammers lurk around every corner of cyberspace, seeking ways to penetrate firewalls and other digital security systems to steal people’s personal information for their own gain. In 2015, for example, the Identity Theft Resource Center (www.idtheftcenter.org) logged 781 data breaches among U.S. companies and organizations, the second highest annual total since it began tracking breaches in 2005. And for the first time, the banking/credit/financial sector landed among the three sectors with the highest prevalence of reported breaches: 71, almost double the number in 2014.

When it comes to data breaches involving financial information and other personal data, “Everybody is vulnerable,” says Certified Financial Planner® Neil Waxman, managing director at Capital Advisors, Ltd., in Shaker Heights, Ohio. “People with algorithms all over the world are constantly banging away, trying to access sensitive information.”

Because cybercriminals clearly are getting better at what they do, you’d better be sure the financial professional and firm with which you do business (or are considering doing business) are taking steps to keep your sensitive personal and financial information from getting into the wrong hands.

Here are some questions that Waxman suggests asking your financial advisor (or prospective advisor) to gauge how serious he or she and their firm are about protecting client information. If you’re not comfortable with the answers they provide, “that may be a red flag to find another advisor,” he says.

Q. Does the firm/advisor have a formal, written information system security policy, and if so, how does it ensure the policy is followed? Is the firm/advisor willing to share the policy with clients/prospective clients?

Q. Do members of the firm receive formal, regular training on security risks? “This is the greatest point of vulnerability,” says Waxman, citing the potential for advisors and staff to invite data breaches by not following security practices.

Q. What is the firm’s policy on confirmation of requests for transfer of money? “Electronic transfer, or ACH, is the most secure way to transfer funds, and it’s less expensive,” Waxman notes.

Q. Have you had any incidences where a client has been hacked? If so, how and in which system did it occur, and what was the outcome? Waxman has seen instances where client email accounts have been hacked and used to request wire of funds. His firm’s policy is to always confirm money transfer requests directly with clients by phone before executing the transaction.

Q. What kind of authentication does your firm require for online account access? 

Q. What are your encryption policies for storage and transmission of confidential information?

Q. Does the firm carry cyber insurance and what does it cover?

Q. Where is client information stored, and what are the security measures in place to protect it?

Q. What is the firm’s password policy for members? A more complex password policy is a strong deterrent to would-be hackers, notes Waxman. “Our [password] policy is 10 characters, upper and lower case, number and special character.”

Q. Are the firm’s systems monitored and managed 24/7/365?

Q. Does the account custodian and/or broker-dealer with which the firm is aligned (and thus also may be holding or have access to sensitive client information) have a cyber security policy?

Q. How often does the firm perform a risk and vulnerability assessment?

Q. Are the firm’s systems and infrastructure regularly reviewed, tested and analyzed, and is there a gameplan for addressing any issues the analysis raises?

Q. Do you require third-party IT consultants/contractors your firm uses to sign confidentiality agreements and do you require them to undergo a background check?
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